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NT Server, OS/2 LAN Server, Banyan Vines V6.0, Windows Server, Linux...
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1 L4
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Sender : %maﬁﬁmﬁ‘fﬁmtﬁgiﬁgém (Data Message) il UREIGE Computer,
Workstation, Telephone, Handset, Video camera, Eﬁtﬁjﬁiﬁjﬁﬂ
Receiver: MaufiInNiHU§§UTERY Receiver 18sMEM Computer, Handset,
Workstation, Telephone, Television, Eﬁtﬁjﬁiﬁjﬁﬂ
Medium: ﬁﬁ]gfﬁﬂﬁﬁﬁfii Data Message iGNT Sender i§1M& ReceiverMedium
RNk
- Guided media iHUNS gﬁm Twisted-pair, coaxial 8h fiber-optic cable
- Unguided media ie ﬂimﬁgﬁm Radio waves, microwave &1 infrared
Protocol : %mu@ﬁmﬁéﬁsﬁm uptEtmitafsstmivn§giwy hm
HAW{EU BT A UmIntguniad iHupimsmiEahissim iims
Protocol 1§ guninigitimshmusmibstmmeisiw 1Lﬁ]ﬁgﬁmﬁsm3§1'ﬁmz‘{ﬁmﬁn
nitanOBswlssmAhis)alH U wmant s
9.M.9 $H{BEENSLBRMRIRNFES
vamminnainmeiusG UG niBsdanijmagsm +
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a a J o J
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L4 1 1

BAsjvywinuiuih sy (Server) uMUmITURITsIijIS]amuTUIF
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a o

Program Sharing: upMianaiRgsugmnmeisnnwsinyimidilmn

A

JEMMS INWWARYTTIONINISIHN Hard disk J69 NGWMHUSwWMITaMwsimis!
1GMISm Hardware, Software &1 Licensed Copy iEN mtﬁﬂmsﬁmﬁﬁtsﬁﬁﬁtﬂtﬁm [ijﬁi
ﬂJ§ICIient3 1812184

J

Security: Bims File &4 Directory iHmsisnfinmshiumminnaiin faf
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[T 8N

Communication: iqsTtianatiniuiGhEsnsmsamiss Intemet Aithwiif
nﬁiﬁﬁﬁﬁjtS‘Ii[ﬁUﬂ‘{nmtnﬂﬁﬁﬁ muiimisnasshmmeyisiubivigimsiu

Flexible Access: Hl[[MUMBUWH Files ﬁ%ndéjmnymﬁms tHuBaisiin
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innaiinidg)igmaini

9.m.10 HFRNSBHBRNEHERNFSH

fuamminnaiin msjuimEsthiisfiimw Ansiaguusaonivg
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- iihdswmsum yBsnsiin Oidsgedsmobinfimidsiwiiimumsis
fim :inﬂﬁﬁﬁi[ﬁm Server-Based Network

- oanaiingwilnshnsiio pivimminuudnings indnshnsngs
netigmiuivimiminiia

- DIB[UIASIEATH (Hardware) gBsiimitmfidstubgpimimywmnmes

9.G Internet

QUNUUTYIS Intemet  [AfsgUANMUIM  th{uAnidul §efidshintijuils
Network (Computer Communication Network) Eﬁﬁﬂr{niﬁmﬁg (Service) ’fﬁﬂjm[}iﬁg
WAN MU LAN y LAN gSitifinnionn4 intemet uifinigjis %mmﬁ@ﬁ'ﬁgnﬁﬁms i8]
iiiaAnAmEIw: Ay

- WWW (World Wide Web)
— FTP (File Transfer Protocol), Gopher

— Telnet HUT Terminal 1§1Host (VIP: Virtual)
—  E-mail (Website S1fi§}iMuity: Link Page)
> MW+ Internet AM{UNE Network istntu e yaimi1 grnid
Utgﬁts fU Internet service 4
g : HTTP Service 84 Service Web Browser Internet £l LAN it IIUILU
Internet Service t]i§ sﬁ’mﬁmmm Internet
Internet AN [UT1g Network atsiamiivaiisd)s yrtimi1 NI internet

technology “ amjmnﬁ: HTTP Service 8% Service Web browser 4 ﬁfiisz Internet B8 &

mﬁm;}ms Network TCP/IP Htiiiﬁ ﬂﬁLU Technology iU &J Internet U nﬁ@mm Internet 4
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Internet
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= L= S gt B cpgs
(Tr ple play) custamer ustomer
JUMNE 9.0 Internet
9.& TCP/IP

o 0

TCP (Transmission Control Protocol) Athend s Protocols it mu@pm ittﬂﬁgﬁfii

1 Rhglwy  iminmBwui[Tid Local Network, Intranet &4 Internet iHutsuifia
iR 980 ihw{ighmimimi U NIgMIIR UL Network
ﬁtﬁnﬁégmmp: APANET (Advance Project Agency Network) iﬁ%f] Transfer File Ugﬂfj
yii TCP/IP [AiM8IBAN[MUMY Local Network iUATTSN NS [{MITHUIMWHH
(4
4 ' ' [ A '
19:|ﬁﬁm8 MUy Local Network mm?syﬁysmm i MUBUGIVIU) MU Internet
SUNUUGU[8Y
i,\ <
IP (Internetworking Protocol) %mmmmmm w e wuifiGigild TePaP 1w
°S Uﬁ]ﬁtﬁ Datagram Protocol 1 IP 818 fUli: mmsmmmmﬁmﬁmsa TCP4 IP Ums
data mﬁtymﬁm 1UTI% Datagram sgm%mfmsnuun;m Datagramttjtmmmsmna

a

Um stﬁ@sqﬁmjmn IP §Siﬁ‘p$ﬁ Track i8 Route iU m@sqimjmngﬁ Datagram 4
9.9 IP Address

IP address %mﬁﬁﬁj@ nNis Network ID 81 Host ID 1 IP addressmSLUffﬁSZ bit
IBAGIMYS decimal integer [UAISIT Intranet Network §wHs{HIMSMUMY L

Internet AMI{T{M 1P address muiuuamfmsiss fHuiAgjinme Local IP1 Fims
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Public IP LﬁfmSLﬁﬁLﬁﬁimﬁi Inter NIC (Internet work Information Center) UMM
Y
Address Sitiss[aimsiagimuiuu IP $§AI0 Class ymuiuy CIDR Blocks iUt
t/4 Y
wsinywatiLIGh Internet 4

> IP Address msfigs { Class:

Address Class 1% Octet Range
Class A 1-127
Class B 128 - 191
Class C 192 - 223
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The Seven Layers of OSI
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9.8 Gateway
Gateways #ith device J Computer it ﬂjLﬁfiLﬁLm fiﬁﬁ&ﬁiﬁmiﬁ@ﬁ Network iH (Ut 8
Y
Protocol ifijen 8 eiimisefisshimme Mmgis Computer {HAIHS Network Card M

B bighignsiuTit Gateway 117 tiim s Router fijaim SOEi§AT N Gateway BhTHI

JUMNG 9.90 gunini Gateway

9.90 Network Interface Card (NIC)

Network Interface Card (NIC) At Card f&ingywilgjiiniiinfimismimi
Network iU U Computer 4 Lﬁﬁjﬁtﬁ" Computer HWME Network Interface Card (NIC) i812h
USMBIiMIMU Network M8ig1 Fiine Network Interface Card G iit 81UTIH Network

Y

Adapter TitiiHi1 Computer MAIHS{AIMSMY Network Card 10 Board jGII{{UG1

JUMNE 9.99 Network Interface (NIC)

Taught by Mr. LA PHEA ¢Mis og
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[0 admin@00:0C:29:14:51:B5 (MikroTik] - WinBox v2.9.27 | B

< || Ca | Fim
Interfaces K [
Wirel
reess Fitter Rules Mangle Service Ports Connections  Address Lists
FFPP
Brid E 00 Reset Counters || 00 Reset All Counters
ridge
H Action Chain |5r...[5Src. P...|In. Inter... | Dst. Address Dst. Pou
i “lredirect  dstnat lan a0
Routing H =|| masguer... srcnat
Ports H +f accept srcnat
i || dat-nat dstnat 192.168.155.254 2007
Gueues i
Devers 7 | New NAT Rule ==
System General Advanced Bdra Statistics
Files Action: I I" Cancel
=
SMNMP
Radus

Mew Terminal Fanore
Telnet

JUMNE M. ¢ MitTa Internet 8] Clients [Tt
JoilHI§mIPing to google.com 1M IHHEHMSHITI PC 1UATITHMS Internet U

fititi Internet G (U Start+Run => Cmd => Type “ping google.com -t”manmm

B C\Windows\system32\emd.exe - ping google.com -t

Microsoft Windows [Uerzion 6.1.760811
Copyright (c) 208? Microsoft Corporation. A1l rights reserved.

C:s\Userss\R2>ping google.com -t

Pinging google.com [283.176.138.2381 with 32 bytes of data:
Reply from 203.176.138.238: bytez=32 time=3mz TTL=58
Reply from 203.176.138.238: bytez=32 time=2mz TTL=58
Reply from 2083.176.138.238: bytes=32 time=3ms TTL=58
Reply from 203.176.138.238: bytez=32 time=3mz TTL=58
Reply from 203.176.138.238: bytez=32 time=3mz TTL=58
Reply from 203.176.138.238: bytez=32 time=2mz TTL=58
Reply from 2083.176.138.238: bytes=32 time=2mz TTL=58
Reply from 203.176.138.238: bytez=32 time=2mz TTL=58
Reply from 203.176.138.238: bytez=32 time=2mz TTL=58
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FUSERIS Service FESBSREB MikroTik

é.9 B8 Bride
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iglinnuigs PC iuaiilnms Intemet Naius Inubhmuifnsfivingw Port

dinms+ ginsidg]d)port AMHNE Internett[fjiijg‘fPort => Add Port §111H e
M1 il ai g Bridge 1ftFMIvIEA Bridge YWMHS A gernind: 1dhuifi Bridge
g—;mm;nzm LAN_allport U@ﬁﬁﬁitﬁﬂgﬂj Ports GGINT| Add Select Ujfi Interface LAN
tumPort §b juaiidih Add 1§10 LAN_allport TG uuifiag s widn (i Add

Port 1111918 A (U itt Bridge LAN _allport Tyt Port §b T

d ——— )
= admin@00:0C:29:14:51:B5 (MikroTik) - WinBox v2.9.27 O | E e
|| e [ Wil
Interfaces i i
B Bridge [
Wireless
oo Bridges Fiters Broute NAT Hosts
| = v O
IP I nteface Bridge Priority (h... |Path Cost  |Role
. allport esignatec
- N lan_ | LAN all 20 10 d
e wan LAN allport 80 10 designatec
Parts r
5. Bri
Goes 7| Bridge Port <lan> @
Spem | vt [N -]
Files Bridae: IL-'-\N allpart I j
Leg
SNIP Priorty: [80 hex
Users Path Cast: [10
TN ™ I = Y
Remove
MNew Teminal Point To Paint: |aut|:| j
Telnet Bxtermal FOB: |aut|:| ﬂ
Passward

JUMNS C.9 Mi Config Port §]ANLU Internet
JoIBHGGISINA Interface 1WIGHHWAMA] Lan (A1 MTU il {aiNwiLs

1500 JGGE Apply 81 Ok TMIT{fIG*
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Routing
Ports
Clueues
Drivers
System
Files
Log
SHNMP
gers
Radius
Tools

Mew Terminal

Telnet

el 5@55]55 Setup DHCP Server 653685 MikroTik Router

—
=] admin@00:0C:29:14:51:B5 (MikroTik) - WinBox v2.8.27 = | B -
|| [ Wl
e R B] Interface List &2 |
Wireless + vlx| (=
PFP
Biid Mame Type MTL Tx Rate f
ndge R LAN glgort Bridge 1500 0bps :
IP R |eiplan | Ethemet 1500 6.3kbps  (
R Fan Ethemet 1500 88kbps

B | Interface <lan>

gﬁmnﬁ G B MIfNE LANs

Gereral | Bthemet Status  Traffic
Name:llan| I Cancel
Type: |Bthemet
MTU: 1500

MAC Address: |00:0C:29:14:51:AB

Comment

ARP: |enabled |

disabled ninning limk: ok

DHCP (Dynamic Host Configuration Protocol) NS BWH MM IP Address tS‘iéj

Client 18t &) w{uifi* 18] Setup DHCP Server 151 [fii+

=> IP => DHCP Server => DHCP Setup ifimii[fieuiiey Port e uidioh Setup

DHCP => DHCP Address Space GG Next => Gateway ﬁj]jﬂfj DHCP Network 3G Next =>

Address to give out SRWH AinNd IP Tamigidinm G Next => DNS Server G Next

=> Lease Time GO Next DIMI[UGY i[MWuANMI{NG muimidhhsgums

DHCP §lii* {{M Wy Aitlih{#i Disablelinternet Y8 W S1HE]818§ L DHCP
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[ @ admin@00:0¢:20:14:51:85 (MikroTik) - WinBox v2.9.27 [E=REE)
T
Interfaces -
et . =]
op Networks | Leases | Options | Alerts
Brcge [+][=]
I |Name £ |Irrterface |Hela)' |.I°tdd|'655 Pool |LeE|
| & dhepl lan 0.0.0.1 dhep_pooll
I Routing [
ZZ:ES 7| DHCP Server Setup (=2
E—
I System 3 DHCF Server Interface:
P | Bsck [ mex || cance |
Log
SNMP |
JUMNG & M Config DHCP
- tliﬁ Next
| DHCP Server Setup E
Select network for DHCP addresses
DHCFP Address Space: |IAEREELGN
Back Mext Cancel
JUMNG G. & DHCP Address Space
- fliﬁ Next
5 | DHCP Server Setup E
Gateway for DHCP Metworc: |
| Back | Net || Concel |
|
JUMNG G. & Gateway for DHCP Network
- [Iiﬁ Next
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- fliﬁ Next

— 00 Next

1

- [Iiﬁ Next

| Back | Net || concel |

JUMNE G.9 DHCP Relay

Addresses to Give Out: ID.2-255.255.255[254 =

| Back || Net || Cancsl |

Jum 1§ G. 1 Address to Give Out

EET

DNS Servers: |192.168.2.1 &

| Back || Net | | Cancel |

Jﬁmn?a . ( DHCP Server

[Soncrsmerse  a3]

Leasge Time: |EEEEIENIEN

| Back I Meod Cancel

Jum 1S G. & Lease Time

- GG Ok iTIﬁ‘IiiLﬁiﬁﬂ
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DHCP Server Setup

Setup has completed successfully

oK

L. -

JUMNE €90 UmMUMI Config DHCP

.M 5658)95956 88 HostSport 68368 LAN

HotSport fifH?

Hotsport fith Security §ui{fini{nUislinfuitns User SHIfH{M A Internet A(fii
gHMEAMI Login 10T [0 &0 User Name R4 Password THUFiANE1EN W User Admin 181
it0 MikroTik Router TH mﬁLEifﬁji;IﬁtLﬁme{i Internet B18 User Name §1 Password 1§ U
MBS UMmS Internet 1R TMAOMEABIMINS

17H]15 Hot Sport 1811(T Router 1uaniditims 1l [AigAIs! => IP => HotSport
=> HotSport Setup iglinuim NN GEINY w8l el Interface imw
wrLdh Al 1T W interface LAN 176 Next => Local Address of Network G0 Next =>
Address Pool of Network UG Next => Select Certificate 1ttt none G0 Next => IP
Address of SMTP (Simple Mail Transfer Protocol) GG Next => DNS Server GG Next =>
DNS Name aEﬂiﬂmﬁ www.hotsport.com GG Next => Create Local HotSport User i tWH
it A7 Ui User Admin BHiNfipassword 8]0 J5GE Next1 imwuniditmes User gt
1 181l 5 U => Server profile Tab 1tk M Host Sport THiditiFuuifia Shyw
16] 61 default 1tikimi Double click on Server (HUIGMTUUIfG nUINIGTHRHMG
iimifinnasiinijumegsmiuns: password yfinntigimi Gheh Password iNMU User

Login fitiiti4
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[EH admin@00:0C:29:14:51:85 (MikroTik) - WinBox v2.9.27

|'\

=@ = |

Interfaces
Wireless
PFF
Bridge

Routing
Parts
Queues
Drivers
System
Files
Log
SNMP

| lamrs

il
T ——

[N Hotspot @
I 5'3”"3"5” Users Active Hosts | IP Bindings  Service Ports
IE“EI @ | Profiles Setup |I
|Name # |Irrterface |.Pvddress Poal |F‘roﬁ|e
n] Hotspot Setup @
HotSpot Inteface: Ilan I LI
| Back || Nex || cancel |
|

JUMNG .99 mivifia HotSpot

- LAN fli § Next => Local Address of Network

-

# | Hotspot Setup E
Set Hot Spot address for inteface

Local Address of Metwar: 11].5.51].1.-"24

v Masguerade Metwork

| Back I Mext I| Cancel|

Jum 11§ G.9® Local Address of Network

- 1? 5 Next => Address Pool of Network

i

5 | Hotspot Setup E
Set pool for Hot Spot addresses

Address Pool of Netwoark: |1D.5.5].2-11].5.5|].254 =

| Back || e || cancel |

Jum 1§ G.9 M Address Pool of Network

- tjfj Next => Select Certificate (41 tifi none

Taught by Mr. LA PHEA

Qo
e
a—

<L

Gl



Select Certficate: [T |

| Back [[ mex || cancel |

Jum 1§ .9 C Select Certificate

- UG Next=>IP Address of SMTP (Simple Mail Transfer Protocol)

T &=

IF Address of SMTF Server: |EAEEEEE

| Back [ _nex || cance |

Jum N8 G.9& IP Address of SMTP

- tjﬁ Next => DNS Server

T =)

DNS Servers: [192.168.2.1 S

| Back || Met || cancel |

Jumné .99 thfi DNS Server

- GG Next => DNS Name ammmﬁ www.hotsport.com

e}

DMS name of local hotspot server
DMS Narne: l

| Back || Net ||| cancel |

JUMNE .9 AN DNS
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- UG Next => Create Local HotSport User i[fM [iiHﬁi[fiﬁLﬁf Uiﬁﬁ User Admin 8§11
L4

iNfi password §1§65 66 Next

7| Hotspot Setup @

Mame of Local HotSpat User: §admin

Password forthe User: |[129]

Back Mexdt Cancel

JUMNE €96 Uififi User HotSpot

- GG Ok mmiitﬁiﬁ

i ]

Hotspot Setup

Setup has completed successfully

0K

L. "l

JUMNG €.9& UMUMIUIRG HotSpot

iﬁitﬁﬁgm => Server profile Tab 1184 M Host Sport T mtrfiﬁ1§ﬁﬁtﬁﬁ &t
YWwig) it default 1GHi5mi1 Double click on Server TruidiGuuia nuimsiGhsh

moifimifinns Bhinfjumsgohinns password yfianfigimishe) Password 1N User

login RHiHi4
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[ admin@00:0C:29:14:51:85 (MikroTik) - WinBox v2.9.27 o e S
|| e [ G
Irterfaces .} Hotspot |£|
Wireless Users Active Hosts IP Bindings Service Ports
PPP + Setup
Bridge MName Interface Address Pool | Profile
| & hotspot 1 lan hs-pool-1 hsprof 1
Routing 5| Hotspot Server Profiles =2
Parts e
Gueues Name: DNS Mame  |HTML Directory | Rate Limit
T = | @default hotspot
T Hotspart hotspot
System 5
Files X Hotspot Server Profile < default> @
Log General RADIUS
Users [ AC o ....; ¥ Cookie
Radius I+ HTTP CHAP [ HTTPS
I [~ HTTP PAP ™ Trial
Todis
New Teminal HTTP Cookie Lifetime: |3d 00:00:00
Telnet
551 Cerificate: |none
Password I
Certificate [ Split User Domain
Make Supout.rif
aie =tpe Trial Uptime Limit: [00:30:00
ISDN Channels
Tl e 1 1. 4 ML nen

JUMNE G.B0 MIAiNNG User Login
iymwnidiibn User Admin iueniGhisandumsuiliaidyhinidaaivla
User HUMEWIS]aTHUBSMEEE 45 User Admin
ibhgu Add iimilinetn Server il mtt'ﬁﬁ@fﬁmfﬁ (HotSport) 11l 1IN S User

&t Password sfimhfiimuda imwimiviiasinimfionsigiiieiln(ni Restart
L4

MikroTik 1t aithigtwai 81l 6780 Refresh Configurations 1U (Uit
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JUMNE G bo Miuifin User iymisiili HotSpot
imwiimivifia Stiimifionfighoioidhai Restart MikroTik 1uiBHyw
L4

i 81H§] 3N Refresh Configurations 1UAJIEHH1 i[M WM Restart ﬁnJéjjUﬁﬁiﬁ?ﬁﬁsmﬁ

i T
admin@00:0C:29:14:51:85 (MikroTik) - WinBaox v2.9.27 =[S -
|| a | Wil
Interfaces 3 [Hotspot L=
Wireless Servers Active Hosts  IP Bindings Service Ports | ...
FFP L] =] Profles || 00 Reset Counters
Bridge Server Mame Address MAC Address
P | I ) admin
Routin i
? 7| Mew Hotspot User @
= [Genee]
General || Limi it
Queues - | [SRemshcs
Drivers Server: &R -
System ¥ MName: Iuser'l I
Files i
F‘assword.|123 I )
Dizable
Log Address: |_|
SNMP Comment
— MAC Address: |_| Copy
Radius Profile: |default -]
Tools 2 Routes: [
Mew Terminal Email: [
Telnet
disabled
Password

t[f'j Internet mStgn;sz‘{ﬁms User and Password 1§ U l’jt[ﬁ[ﬁl fJ Internet TS

'nmn R ——

C www.hostsport.coe

rixsret hetspat

=]

JUMNE G BB Interface ([B1U Login 1811 HotSpot
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é.G 5655)559568 8 Host Sport 658 Wireless

1l §]Uifi6i Host Sport 1811l Wireless i {aiiimufitnsggontime+
=>Wireless Tool => Interface => Enable Wireless => Double Clickiﬁﬁjg’mtmmﬁ

Name and Password => Wireless Tab => SSID tﬁﬁjgnn&nzﬂ

SSI0:  Mikro Tk &
Interfaces |
Scan it defaut ¥ TR
wad reless Srioaper
. Wreless Protocol ary ¥ = T Packel /)
ame x ol p
b Securty Profile  defaut ¥ Freq. Usage.. boe
Bridge Mode  anabled h gn.
Snft
Default AP Tx Rate v bps
Snoaper ...
Dedault Clert Tx Rate v s
Reset Configuration |
¥ Defautt Autherticale
| Default Forward Advanced Mode |

JuMNg G bm mivifia HotSpot 181160 Wireless

im Ujﬁﬁi[fit]g fU IP => Host Sport => Host Sport Setup => Host Sport => Interface
1°§'ﬁ‘|i Select Interface WLan => Local Address Of Network => Address Pool Of Network
GG Next => Select Certificate tifi none => IP Address of SMTP Server => DNS Server =>
DNS Name 41
aS“IU]I[Lﬁ: www.wlan.com => User tﬁﬁjmﬁﬁ User §m19:|ﬁ =>User => Add  Server W

Host Sport Wilan jﬁﬁ N password Apply => OK ﬁmmii]j\jﬁﬂ
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= admin@00:0C:29:14:51:B5 (MikroTik) - WinBox v2.9.27 || 0

T

Interfaces 5 @
Wireless
Users Active Hosts IP Bindings Service Ports
PPP
™ | ME S L ]
- |Name £ |Ir|terFace |.P¢:Idress Pool |F‘roﬁ|e
I & hotspot 1 lan he-poal-1 heprof1
Routing 2
Ports 5| Hotspot Setup
Queues DIMS name of local hotspot server
Dri
Ve OMS Mame: Iwww.wlan.cnrn| I
System [
Files
Log  Back |[ Ned || cance |
SHNMP
Users
Radius

JumNg € BE umamitifia HotSpot 1811 Wireless
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&9 5655]55 Block Website 6623655 Layer 7

1l6] Block Website 181100 Layer 7 th#gititi{ni goIigImE 1P => Firewall MU
Y
insnshuinmiinywsiuntmy

Sessions  Settings Dashboard

K || Safe Mode Session: | 00:0C-25.CEC3:AA | i
‘ & Quick Set [E][%]
T CAPsMAN <
| Interfaces
I Wireless -—I |
57 Brdge Fiter Rules MNAT Mangle Service Ports Connections Address Lists .
L
ﬂ FFP g || = ] T
°13 Mesh N:Te Firewall L7 Protocol facebook:>
=
P @ Name: I oK
=&l IPvB I @ yo
= Regexp: Cancel
«’ MPLS r lfacebook.com I - Aoply
#2 Routing I :
i5¢ System r Comment

JUMNE .9 1t U Block Website On Layer 7
i{MWHRIEHG U Layer 7 Protocol GG Add uSibBRNEHIEMEhYWis]au[m
ﬁjitﬁﬁmﬁmpz Website 18 Uit 64 block afﬂiﬂmﬁ: facebook 1 i1} [ﬁtS‘lgﬁ Regexp i
mlgh[OUMU  Address 18 Website  idniditoh  Block  gmunind:

www.facebook.com “

5
[;9 admin@00:0C:29:CE:C3:AA (MikroTik) - WinBox v6.30.2 on x86 (x86) =
-
Sessions  Settings  Dashboard
LR e ] Safe Mode Session: | 00:0C:29:CE.C3:.AA L | Ei
1 & Cuick Set (][]
T CAPsMAN *
8 Interfaces
L Wireless
W o Filter Rules | MAT = Mangle Service Ports  Connections = Address Lists | Layer7
i Bridge
=3 PPP E =T Reset Courters || 00 Reset All Counters
“13 Mesh New Firewall Ruls =] 3
=[P ] " | General Edra  Action Statistics
[zl IPwE I3
&7 MPLS 2
38 Routing I Dist. Address List: - Apphy
ioh System I 7 Protocal- I_F””“ g I‘ Disable
Q Queues | Camment |

Jumn§ ¢ mivma URL i#gjiimi Block
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1m mﬁﬁtfiﬁgmgﬁ Filter Rules GG Add => Advanced => Layer7 Protocol i
whine Website THiBhmeRnnG (youtube) UMUEAIS]ATN Action 1BhiTrwa
drop => Apply and Ok1 #iifiamfimuissfiBhmoiimiananinsiivg dane
yuwig)aid G EfER U UH Mmithfi Comment 18 6] 1H kN wip st ATH LY
utinyu if y Disable Bt Enable 18145 Drop of Website amytiin wiRv(ABsmu{ug
meiffur goisadiinntinmems ilh{Aigisinh Filter Rules 1§mi double click
drop amytwinidnehfinnfjsgn Comment JBUMAUINNS website of drop => Apply

and Ok 4

Mew Firewall Rule

General Advanced Bdra

Acton: [T

Log
Log Prefix: b

+

Disable

Comment

| |
| |
| |
| |
L ow
| |
| |
| |

Remove

Reset Counters

Reset All Counters

JUMNG &M MIHANGUE Cleintsiglil URL
monmwiGhstiimivgislilin Browser 1UTWHMUIST Website facebook:
www.facebook.com 1812184 Block Webpage 18¢81 This webpage is not available NBRW

%1 Webpage 183[Hit8 Block 1 i At
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@ htaprwww tacebookcon

“~ (ol [&} v facebookcorm] w A

This webpage is not available @ chrome

Google Chrome could not load the webpage because www.facebook.com ook too long to respond. The webstte may be down

of you may be expenencing issues with your Intemet can
io]

Here are some suggestions:
o Beload this webpage later
o Check your internet connection. Restart any router. modem, or other network dewces you may be using
o Add Google Chrome as 3 permitted program in your firewalls or antvinus softwaee's settings If it is alroady a permitted
program, try deleting £ from the hist of permitted programs and adding it again
| o ¥you use a proxy server, check your proxy seltings of cortact your network administrator to make swe the proxy sorver
| 15 working. If you don believe you shoukd be using a proxy senver, adjust your proxy settings. Go to the wrench menu >
| Options > Under the Hood > Change proxy settings... > LAN Settings and deseloct the "Use & peaxy senw foe your
‘ LAN" checkbox

JUMNG &6 UstnismiBlock

& o msfrndins]eas s SiRmeeiss Websites

miyhidngs 1P => Firewall => Layer7 Protocol ifimiMfiinins

AN mytv B ENH Address 8101100 mytv.com.kh JBHEOK

5E55| ons  Settings  Dashboard

EE m Session: [00:0C:29.CEC3:AA] i

l A& Cuick Set [El[x]

3 CAP=MAN ’E
|8 Irterfaces ||

T Wireless

HE o Fitter Rules  MAT Mangle Service Ports  Connections  Address Lists LE".-'EfiI
@ Dridge

= prp #]=] [a] [¥]

“Ta Mesh Firewall L7 Protocol <mytv:

@] || Neme: o] |
”:; :::ES rrt o v.com kh Hegeaj]:
42 Routing ¥ —
& System ’
s
s
d@. Radius

JUMNG €. nu]uﬁnnﬁtmﬂmmm?w(absites

Qo
e
o
Snl)
RE
©
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Ugﬂﬁﬁﬁi[ﬁﬁgﬂj Mangle => Add => General itT#itijfi Prerouting => Advanced

Layer7 Protocol tti’mﬁmmﬁm;nz Website iHruiGimsfinnga mytv => Action 11U

i mark packet 1171 W1S1{7ii New Packet Mark Mtghi (iU ingN: Website myty
Y

uhig] A6 G5 OK |

‘Sessions Settings  Dashboard

BE ne

& Quick Set H{

T CAPsMAN
I; Irrtenf Filtter Rules Nﬁ.TSenrice Potz Connections  Address Lists  Layer7 Protocaols
aces |
T Wirless = v|[x | 00 Reset Counters || 00 Reset All Courters | [~
B gig # | |Action |Chain Src. Address |Dst. Address |Proto... |Src. Port | Dst. Port|»
@ Dndge
=g PPP Mangle Rule <=
“I3 Mesh General E:le:l Action  Statistics ‘ |
== m ) Src. Address List: [ (e ‘ Cancel |
55 IPv6 I _
Dst. Address List: | v || Apply |
/7 MPLS I
22 Routing ¥ Layer7 Protocal: E!m},ft\r || ¥ | - ‘ Disable |
i System ¥ | Comment |

JUMNG &9 mIfinndinns URL tHE]ianG Speed
Ug‘lﬁiﬁ:]ﬁtrfmgﬂj IP => Firewall => Mangle => Add => advanced => Layer7

Protocol => mytv

Mangle Rule <=
Geneal Advanced E:dl‘.:lStatistics | |
Action |mark packet [#] ] cancel |
[ fiag | Aoply |
Log Prefix | Y [ Disabe |
New Packet Markc [mytv__| (5] | | Comment |
Passthrough | Copy |
| e
i | Reset Counters |
I | Reset All Courters |

Jumng & mifinngd Mangle Rule
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Ug}’]ﬁﬁﬁiﬁjﬁitﬁﬁgmﬁﬁ Queues => Simple Queues => Add => General mﬁ’fgﬁ

J

i baidhmiinms website gauninA mytve iwisi{ah Target Amnigt

[ad

finnd 1P isink LAN suaidtiniGdsibuohfiondisiul LAN singringhigmsin
WA MY Default §UATHH TN 8ITI ﬂimLﬁfi Target Upload EﬁIMLﬁﬁ Target Download #i
matghunodpdmimiianagin)siun website grissibujanimiionfisimy
Apimiuaidh e mwenilhG Advanced iimilin iz Website THniiHHms
ﬁuﬂﬁﬁqmiﬁ tﬁtS‘Ifijti Target Upload and Target Download ﬁt[ﬁﬁ[jg‘i ﬁﬁi[ﬁﬁﬁjgﬁ Target

YRJGGE Apply and OK 1 {{MWUAAHITMIANANHY

o

Sessions  Settings Dashboard
K| e Safe Mode Session: | 00:0C:29:01:F5:88 B |'E'|
A Quick Set @
1 CAPsMAN Interface Queues Cueue Tree Queue Types
L = | T Feset Counters || 00 Reset Al Counters
1 Wirel
———— H MName Target Upload Max Limit | Download Max Limit | Packet Marks
Ay Dridge
=3 PPP New Simple Gueue
%12 Mesh General Statistics  Traffic | Total | ... | oK |
== 1P r Packet Marks:@ e | Cancel |
v€| |Pvb ¥
= | ey |
7 MPLS I Target Upload Target Download
42 Routing [+ Limit A: |unlimited ¥* | |unlimited ¥ | bits/s | Disable |
&7 System ¥ Priority: |8 2 | Comment |
Q Queue Type: |default-small | # | |default-emall | * | Copy |
I Fiies — | Remove |
Log * Parent: |none ¥
- O | Reset Courters |
':n Radii=

JUMNG & 6 MM Speed

&.00 5685)% Blocked Host Device

o

nhbnnoissidiimoiimi Block gigumiaNhgpwamidUMEMOERNYW
SHUNAMM Network iUt Muiindi Network T8 yBSMS iEhtwmi Block 1831

o ~

muifisine b nvjugsniime:
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&.0.9 Blocked &53555045: Mac Address

mMi Block gUAIAAMUIL: MAC Address 183AM8RWRITGHITMI Block 1§11
qurinlywin:ntNaRvsMuIAsIGmImI Block 1uniGhmei§iw fahosinn
ufsimadhaiaaniguninfiduiGhotiim:  Block g mespUITiwh
UIMUST MAC Address Uiz djmsfu(nit maigsinuinfimaiiismi Block

y ¥ Y
IBsANNUISIEEM Block WIFI, Block $aisamywinuidundmmmimsum,
Block 1§11UE AJ8 M Download 1[F8 i Block iFliltAsamituidhinfiamsns

Hack Uit amimmy i

New Firewall Rule

Per Connection Classifier:

-
-
-
-
a

Src. MAC Address: Ad. BA:DB:FE:BS:FH

Out. Bridge Port:

In. Bridge Port:

Ingress Priority':
DSCP (TOS):
TCP MSS:
Packet Size:

4 4 4 4 A

Random:

w— TCP Fags
w— ICMP Options

o
&
o
it
g
a

4

enabled

New Firewall Rule

General Advanced Exra Action | Statistics

Action: [ | + Cancel
Apply

o
=

Disable
Comment
0

Remove

Reset Counters

o
2

Reset All Counters

JUMNG €90 i[failing Action
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&.0.19 Blocked 893585055: IP Address

mMi Block UAIANMUYILS: IP Address i8:AnRWRNGEMTMI Block 1§11(T 1P
Address Gi§12T1 IP Address AMyUiST IP Address AMYUIi§)a 15mTU81{)His Network
s NEsfusmmi Block isliiguniMinmywimsisimadimduGhiEm:
Block G1§12T1 IP Address AMYWIMIGMEUINNIS IP Address BAJSIUATIAIEN (MG
itf] wiinfimi Block 1uaidhme maidsiduinjmaiiismi Block i8sfw[md
Hum Block 1§1iUmMIN i Static IP Address iHufianfimw{isd) siiw User Bemsus
IP Address 0§ { Block igTiGE W 8AMIHUMY IP Address M8 DHCP Server iy

9. NUGISIMS Firewall => Address List => Click on Add (+) 1litwlinmins

U]t 1P Address tyWwRHIANIUATIUBI]H IP Address IR12HBIUNHIMY+

LediRel Safe Mode

Interfaces
Bridge Fiter Rules = NAT Mangle Service Pots Connections Address Lists | Layer7 Protocals
pep + al [¥
Switch Name Address
Mesh & Staffs_Range 152.168.1.51
© Staffs_Range 192.168.1.50
IP " & Staffs_Range 1521681 52
MPLS I © Staffs_Range 182.168.153
© Staffs_Range 192.168.1.54
oty r o Staffs_Range 192.168.1.55
System v @ Staffs_Range 182.168.156
© Staffs_Range 182.168.157
Queues & Staffs_Range 192.168.1.58
Files @ Staffs_Range 152.168.1.60 E
= @ Staffs_Range 182.168.161 Name: [Students_Range | oK
© Staffs_Range 192.168.1.62
Radi © Staffs_Range 192.168.1.63 Address: [192.168.1.79] Cancel
o S @ Staffs_Range 152.168.164
@ Staffs_Range 192.168.1.65 Apply
New Teminal & Staffs_Range 192.168.1.66
MetaRGUTER @ Staffs_Range 192.168.167 Disable
@ Staffs_Range 192.168.168
Make Supout © Staffs_Range 192.168.1.69 Commert
— © Students_Range  192.168.1.70 Copy
- @ Students_Range  192.168.171
Exit @ Students_Range 192.168.1.72 Remove
© Students_Range  192168.1.73
@ Students_Range 192168174 |[snabled
@ Students_Rangs 192168175
© Students_Range  192168.1.76
© Students_Range  192168.1.77
@ Students_Range  192168.178
© Students_Range 192168179

JUMNE €99 Uifit Address List

b. WEGISIMES Firewall => Filter Ruls=> Click on Add () itltwi{fiaslic tiijme+

New Firewall Rule

General Advance d | Exdra  Action Statistics

Src. Address List:
Dst. Address List: ¥

Content: -
Connection Bytes:

aaaaa
Connection Rate:

Per Connection Classfier: - Reset Counters

Src. MAC Address:

Out. Bridge Port: hd

JUMNG €91 1{failinginins Address List
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General  Advanced Exdra Action | Statistics

Action: s

Reset Courters
Reset All Courters

JUMNG t.om i[ficwiing Action

&.c 565555 Setup Web Proxy

Mi Setup Web Proxy Miiillgjjatiahubiuisg

&

HUUAYTH Winbox HBAMI[MEISs+

ﬁ;f?ﬁ\mﬂ 181100 Internet THUMS

581§ Block Website, Firewall, Monitor User 1 G183 ith 3 &hifimifiigjh Web Proxy 181

fuhidiiimi Login th User Admin ({105 U Winbox gigsiditifimig nimui

- — h
admin@00:0C:20:14:51:B5 (MikroTik) - WinBox v2.9.27 | B
O || o i
Interfaces [ ) B

B User List ]
Wireless
- Users |Groups Active Users  SSH Keys
Bridge +| = |v|% O S
IP MName Group | Allowed Addr._.
o em default user

Routing r Fm full
Port

o 5| User =admin> @
Queues
Drivers Name:l pdmin) I -
System [+ Gmupl |fu|| - || | Cancel |
Files Allowed Address: |0.0.0.0/0
Log
Radius Copy

JUMNG £.9E 1)U Setup Web Proxy

il il m Interface Winbox 1 ilitifimigeu 181 Tools Interface Si1idlimmejeh

Interface List fyjﬁ Nt my-+

e Lan
¢ Wan
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LAN i8S Mac Address 00:0C:29:14:51:AB4 I WAN ﬁms Mac Address

)
JURINIEITY
] Nint =
admin@00:0C:29:14:51:B5 (MikroTik) - WinBox v2.9.27 = S
Esliie Wi
IMI B Interface List | 3 |
Wireless + vl%l [a
PPP
Brid Mame Type MTU Tx Rate i
rdge R LANalpot Bridge 1500 11.5kbps
IP 1R e Ethemet 1500 6.2kbps
) R #ppwan Ethemet 1500 11.5kbps 4
Routing
Ports 7 | Interface <lan>

L Genersl | Bthemet Status  Traffic 0K
Drivers

— r Mame: Illan I Cancel
Files Type: |Ethemet

Log MTU: [1500 M

SNMP MAC Address: |D0:0C:29:14:51.AB Fomment

g

JUMNG £.9& MiConfig 181110 LANs

a o o

umUunIg)aIlHENGI Tools Address1 Address List 18s# iBhmehand 1P

Address, Network Address 811 Broadcast grhisn i 1HE] I 1P Lan

—
admin@00:0C:29:14:51:85 (MikroTik) - WinBox v2.9.27 o B [
|| [ Wi
Interfaces
Wireless s
PPP b (=]
Bridge gk | = |8 O
[- Address MNetwork Broadcast Interface
Routi P . hotspot network
outing 2 10.5.50.1/24 10.5.50.0 10.5.50.255 lan
Ports 345192.168.10.100/24 | 192.168.1.0 192.168.1.255  [an
o wan
Qususs 7| Address <192.168.10.100/24> [=E3m)
Drivers Address: 1921681010024 | [ ok |
System : Networkc: |[¥[152.168.1.0 |
1
Fles etworlc: 1681, Cancel
Log Broadcast:lv 92168,1.255 | Apply
snwp tefoce fon ]
Users
Comment
o
Tools P
New Terminal
Telnet disabled
Dlm it v e

”mmn?s .99 MIfinNG IP Address i81ifU LANs

18307 Address 1UAJ WAN TH U Public IP tEiﬁf]éinﬂJésmﬁtLﬁLm A Internet T8
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Interfaces

Wireless s by
— B Address List (== ]
Bridge de (== (% O
IP [ Address Metworlk Broadcast Interface
Routi - ii: haotspot networc
e &=10.5.50.1/24 10.5.50.0 10.5.50.255 lan
Ports 22192 162 10 100724 19216810 192.168.1.255  [an
Cueues =h192.168.155.254/24 [192.168.155.0  192.168.155.255 wan
Drivers i |

7| Address <192.168.155.254/24> ==
System [
— Address: [192.168.155.254/24 | | oK \
Log Network: p#[192.168.1550 | | Cancel
SNMP Broadcast: | (132168155255 | | apply
Users

Interfface: fwan hd .

— ' —I Disable

JUMNG €90 MIfinng 1P Address 18110 WANSs
HigsiGinimi Routes 1858 LAN Bh WAN 1muniimivigy yfivifia Route §

IP Gateway 1U1t Apply 811 OK fmMiijuGH

Interf i —
Fliaess 5 | Address List =<
Wireless
CIRE " |

PFF + a
Brid Address Metworl Broadcast Interface
nage . hotspot network
P - &= 10.5.50.1/24 10.550.0 10.5.50 255 lan
S N =-192.168.10.100/24  192.163.1.0 1921681255  lan

: [P 192168 165 264/24 JT9ZTEH 1560 ]192.168.155.255 wan
Parts ’
Guaues 5]
Drivers Routes | Rules
Syatem 2 b || - = all -
Files Destination Gateway Pref. Sounce Distance | Interface
i AS 000040 192.168.155.2 LAN allpe

DAC [»105.50.0/24 10.5.50.1 LAN allpe
SNMP DAC |+ 192 168.1.0/24 152 168.10.100 LAN alipc
les DAC | I 192.168.155.0... 192.168.155.254 LAN allpc
Radius |
— N 7 | Route <192,168.155.0/24> [mE3m]
New Terminal Destination: [132.168.155.0/24 | | ok |
Telnet Gateway:
Passward Pref. Source: [182.768.166.252 | o
Cedificate PY
Interface: | LAN allport O

Jumng €946 fnnd 1P iffg] Route
LAN iruiditiims Routes 8] LAN fitt Network inywanmmiduaid 1p
1 Y

Gateway §UISTIUI OK Mit{piG

Qo
e
an
<L
Re
o)
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F — -~
admin@00:0C:29:14:51:85 (MikroTik) - WinBox v2.9.27 o P S
|| | J|
e 1] Route List | 3 |
Wirsless
e
PPP
Bridge *|=] |v][%] |3 al hd
P Destination Jatewan Pref. Source Distance |Interdfacs
AS  P00.00/0 192.168.155.2 LAN allp
Routing " | [DAC B 10.550.0/24 10.5.50.1 LAN allp
Ports DAC [+ 192.168.1.0/24 192.168.10.100 LAN allp
DAC [+ 192.168.155.0.. 132.168.155 254 LAN allp
Queues
Drivers 7| Route <0.0.0.0/0> (=23
System r Destination: [0.0.0.0/0
Fil
e Gateway: 1921631552 | % | Cancel |
Log
SNMP Check Gateway: hd Apply

JUMNS .96 Routing
umUunig]aidhyuis IP => DNS => Setting 1f§]finnd Primary DNS 1t twh

UMA IP DNS 11t Apply B OK Mmil[G

" — 1
admin@00:0C:29:14:51:85 (MikroTik) - WinBox v2.9.27 =RRCN X
55 || oS

Interfaces [ Em |?|
Wirgless E—
PPP
= |
I Name Address TTL
Routing 2
Ports
« .
Queuss 5] DNS Settings @
Drivers Primary DNS: [WJ192.168.2.1
System [+ Seconday DMS: [ ’7 Cancel
Files
Lo v Allow Remote Requests Apply
q
Cache Size: |2048 KB
SHMP
Cache Used: |17 KiE
Users
Radius

JUMNE € B0 finnt Primary DNS

1§ UisT Web Proxy ilHjinnagiusiniywissgantimy <

&

Egﬁifjﬁgmtﬂ IP => Web Proxy => Access => Setting 1| wﬁmjgﬂﬁfﬂ Setting 1
INNEEIHY W Web Proxy Settings {16 sititiimifinntiysiniuniNigifi Interface 1834
i[ﬁmtjimjﬁ ELnf'i§j’ Port 8080 iHMUTH Port Default, Hostname: Web proxy, Cache

Administrator iﬁ%f]@fji‘a"iAdministrator: (E-mail.com) tLﬁ‘IﬁiS%Lﬁﬁﬁ'm Interface Ni[My
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Interfaces
Wircless

PFP

Bridge
Routing

Parts
CQueuss
Drivers
System

Files

Leg

SHNMF

Users

Radius

Tools

New Teminal
Telnst
Password
Certfficate
Make Supout ff
ISDM Channels

111§ 1igT Firewall 1H8] Configure NAT 8j618 Internet 1Tt gauist 1P =>

e

B Web Proxy [==]
she Dre
* B

# Src. Address | Dist. Address|Dst. P |URL Action

LI Im

J

| Web Proxy Settings
Status
Src. Address: [ ,—
Port:l goaq| I =
Hostname:

Parent Prasy: [ |

Parent Proxy Port: [

(=]
=

(Fl

Cancel
Apply

Disable

Clear Cache

Format Drive

fil

Check Drive

Cache Administrator: Il7 |[e-n1ai|.c:om} I

Mzdmum Object Size: (14056 KiB
Cache Drive: Iﬁem I j
Maximum Cache Size: | KB

Mazimum RAM Cache Size: W—LI KiB

jumm?; 2.9 Mmifinnasiugini

Y 1

Firewall => NAT => Add NAT Rule ititiin8 Interface §twd HHANNGMEIUNHI[MY

Interfaces
Wirelzzs
PPP
Bridge
1
Routing
Ports
Queues
Drivers
System
Fles
Log
SNMP
Users
Radius
Tools
Mew Teminal
Telnet

Password

|
EI'Firewan
Fiter Rules |MNAT | Mangle Service Ports  Connections = Address Lists
L 71| | 00 Reset Counters || 00 Reset All Counters |
# Action Chain (Sr. (Sre P lin. Inter | D=t Address Jst. Port
ﬁ 2| New MNAT Rule [mE3m]
General i isti
ﬁ - Advanced BExtra  Action Statistics 0
ﬁ it Chain: j Cancel
Srz. Address: b Apply
Dst. Address:
Procea: T JEED ] <]+
Src. Port: ~
out. pot: (0] A
In. Irterface: Ilan H -
Out. Interface: b

Juam N & Wb Configure NAT
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WIWURUEAG Action i[fiNiTaSMAJH Redirect &4 Port 8080 1IGHE OK

MMi[G
Irterffaces ]
s Fiter Rules Mangle Service Ports Connections  Address Lists
PFP
E (]| | 00 Reset Counters || 00 Reset Al Counters
Bridge
H Action Chain |5r...|Snc. P..|In. Inter... | Dst. Address Dst. Port
= &
Routing b | |2 New NAT Rule [
Parts General Advanced BExra | Action | Statistics 1 15007
Queues Acton
E”“Em . To Ports: [B080 Poply
yatem
Fles
.

Jum NS & B M Redirect Action

issiditiuifia srenat wis]aguisiah Firewall 1AWy sIunhijmy

[ [H admin@00:0C:29:14:51:B5 (MikroTik) - 'li'lmcux va. 927 Elﬂlﬂr
< || i
Interfaces K ﬂ
Wireless Fitter Rules Mangle Service Pots Connections  Address Lists
FPP F =
Bridge 7 | New NAT Rule o
Ip I Advanced Bdra Action Statistics o
Routing X Chain: |sn::nat| j Cancel
;ZF:JES Src. Address: W pe 2007
Drivers Dst. Address: b
System : Protocal: hd
EI:: Src. Port: i
SNMP Dst. Port: S

Jum N§ &.9BE Configure NAT Firewall

URIUEAGIMA]H Action 81 Select tifi masquerade 1H6]8]618 Internet 1{T{t AT

Qo
e
o
Snl)
(chy
©
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7| New NAT Rule =

General Advanced Extra | Action | Statistics 0K
Action; | Cancel

Apply

Digable

Commert

Copy

Remove

jﬁmﬂﬁ 2 Be AN NAT Action

issimmivinmapdn siflnuidhuifaysissugoq

g

. -,

- —
= admin@00:0C:29:14:51:85 (MikraTik) - WinBax v2.9.27 =NNCN X
o o mo
Interfaces B Firewall
s Fiter Rules  MAT | Mangle Service Ports  Connections = Address Lists
FPP
— dn =]| | 00 Reset Courters || 00 Reset All Courters
ridge
N 1 | Action Chain__|Sr... |Src. P |In. Inter... | Dst. Address Dst. Part
= o =l rediect _ dstnat lan 20
Routing 2 i =\l masquer... srcnat
Ports H
H +||* dst-nat dstnat 152.168.155.254 2007
Cueues H . masquerade hotspot networl
i it 2 masquer... srcnat 1.
Drivers

JUMNE & B9 List Configuration

IP Address Tt fuitititns Configure §AUIS1fH Web Proxy i8sr[EnUimi Block
Website BH Unblock Website gfigsitniistlsngima Bhdsugmaiiimeanisia
MItneG s 1071t Website gimeiigizmudnnnsfisiiiang ghmivms Bhsgu

J

§aRwntitiq yfi Block M IP Address wr{n‘fﬁsjéfégm 1816H LAN
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Interfaces - @
Wirsless Cache | Direct
PPP
Bridae qp =] Settings
N NE: Src_Address | Dst. Address|Dst. P._.[URL Action
o allow
Routing I ¥ 152.162.1... 0.0.0.0/0 allow
L server
Ports ¥ 192.168.1.3 0.0.0.0/0 allow
Queues ¥ 00000 0.00.0/0 122122122122 allow
Drivers ¥ 00000 00000 gov.com allow
¥ 00000 00.0.0/0 sEx deny
System F .o block telnet & spam e-mail relaying
Files 00000 00000 2325 deny
¥ 00000 0.00.0/0 dery
Log

JUMNG & bl Block IP 1811l LAN
Higsit ﬁia HLURLN IP Address: 192.168.1.110 1f8]#8madfi{l{ma Internet

tﬂSitﬁt‘lL IIUtﬁ'i IP =>Web Proxy => Access => Add New {j fi Select tufi IP i

Wi wiff el wim | Allow 17t OK 4

T "

interaces B Web Proxy |E|
Wireless
Access |Cache | Direct
i [+
Bridge = MO Settings
P I H Src. Address  |Dst. Address|Dst. P |LIRL Action
7 s allow
Routing o ¥ 192.168.1... 0.0.0.0/0 allow
Fort H o server
ons L ¥ 192.168.1.3 0.0.0.0/0 allow
Queues H ! 00000 0.0.0.0/0 122122122122 allow
Torss A % 0.000/0 0.0.0.0/0 gov.com allow
L ¥ 00000 00000 sex deny
System ¥ H o block telnet & spam e-mail relaying
Files U %0000/0 0000/0 2325 deny
¥ ¥ 00000 00000 deny
Log -
SNMP 7 | Web Proxy Rule <192.168.1.110->0.0.0.0/... [wédm]
saie Src. Address: [|[152.168.1.110 | | ok |
Radius
Dst. Address: [~ |0.0.0.0/0 e
Tools [+
: e,
New Teminal Dst. Port: v Apply
[ Invert Dst. Port
Telnet Disable
Local Port: [ [
Certificate UHL:IWl[chnect to dest) I
Make Supout rif Methnd:||arr'_.' I -
-Hemmre
ISDN Channels P Iﬁ
Manual
disabled
Exit
al o . a
JUMNG & BGE MIHGINGE] Clients MGI[U Internet 18
0 o =
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il Biimi Block Network IP fuAfis LAN Sihyuinyi

J

2

o

Butitthic s

Y Y

IP => Firewall => Filter Rules => Add New => General iUltfianfimyjusimuiss

ugtienfi i wRmAjo Action 1UTWWHMHA|E reject &1 icmp Network unreachable

al
U1t OK 4
2dmin@00:0C:29:14:51:85 (MikroTik) - WinBox v2.9.27 o S
|| a | il
Interf
eMmaces 5
Wireless
ppp Filter Rules | NAT Mangle Service Ports Connections  Address Lists
Bridge E = | ¥ (O] |00 ResetCourters || 00 Reset Al Counters
ion irt rc. ress rc. ...|In. In... | Dist. ress |Dst. Fo
P H# Act Ch Src. Add 5 In. In...| Dst. Add Dst. P
] H f accept  forward 152.168.1.110 1863
Routing r i o accept  forward 152.168.1.3 11863
Ports Y S¢reiect  forward 192.168.1.0/24 1863
H ¢ drop forward 192.168.1.0/24 0.0.0.0-0
Queues
Drivers # | Firewall Rule <192.168.1.0/->any:1863> ===
System P General |Advanced Extra Action Stafistics
Log Src. Address: [[192.168.1.0/24 -
SHMP
T Dist. Address:
Radius Protocol: |@I o e
Tools : Src. Port: - Copy
Mew Teminal —
Password P2F: b

gﬁﬁmﬁ 2. & miBlock IP i81ifU LANs

- GIU Action ILﬁ il tu s reject Ug]fjmﬁiL‘mH[ﬁﬁ icmp network unreachable

i

# ' Firewall Rule <192.1681.0/->any:1863>

General

Reject With

-

Action

Advanced BEdra Statistics

Fu:'tinn:l reject i
icmp network unreachable

Cancel
Apply

g

=]
E1

Dizable

Comment

G

=]

Py

Remove

JUMNE & Mo Mil§ Intenet
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al 1"

- i82tmiBlock IP Address iUﬁﬁﬂJéiSHUﬁUiﬂJﬂ

oo

& 1 nn
[ [EH admin@00:0C:29:14:51:B5 {Mih’uﬁa— WinBox v2.9.27 =R X |
- il
< || Ca [ Wi
Interfaces S T
Wireless
- NAT Mangle Service Ports  Connections  Address Lists
Bridge m = ||| 3| O |00 ResstCounters || D0 Reset All Counters
# Action Chain |Src. Address | Src. ... [In. In...|Dst. Address |Dst. Poi
I 1863
Routing i | 2 Firewall Rule <192.168.1.3/->any:11863> [me3w] | 11862
L 1 Conersl | e e M 1963
QK
P— H _ | ok |
System [ Src. Address: I]__w -
Files Dist. Address: -
Log
Protocal: ILIMI ﬂ -
SMMP
lsexs Src. Port: -
Radius Dst. Port: I 11863 I FS
al J
Jﬁmﬂﬁ t. M9 IP 1 (Ut 8 Block
- I[ﬁ fU tiy 1 accept
7| Firewall Rule <192.168.1.3/->any:11863> ==
General  Advanced BEdra Action | Statistics
Action: -
JUMNG & Mb MIKSIMNE 8] Block
a a o . 9 o
- tli[i NAT iﬁﬁjiﬁﬂ]’ List IP 1 Ut NS Block
# /| Firewall
Fiter Rules Mangle Service Ports Connections  Address Lists
o= ]| | 00 Reset Counters || 00 Reset Al Counters
H Action Chain |Sr...[Src. P...|In. Inter...| Dst. Address Dst. Port
i =l redirect  dstnat lan 80
i =|| masquer... srcnat
H f accept srcnat
|| dat-nat dstnat 1592.168.155.254 2007
n
a . J
”m:mns f. MM List IP i AU 8 Block
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&.& Block Website §53§55€55: \Web Proxy

al

Higemi Block Website Hifjifldjdjmuiimed Intemet gjtnsinifsinf]s ghmi

Uﬂ;ﬁ%gétﬁ RhmissugRwisiahnvtis guissifl] Block Website muniylh

*

Winbox ig1fiti[uilg MikroTik i [afiFg G nhimy+

Huhguigigh MikroTik Tools => IP => Web Proxy tB#1idim Interface TH g

-4

Tools Access, Cache &1 Direct1 it UigIMA]H Access => Add => GIISIHANGHME

Itjf{jﬁ‘rjﬁ Interface New Web Proxy Rule fgmﬁmymmmmm

%

.. admin@00:0C:29:14:51:B5 (MikroTik) - WinBox v2.9.27 —

| Eoliie | il
intedaces 1 [Web Proxy =]
Wireless —che | Drect
PPP
Bridge E 51| | Settings

“ - H Src. Address  |Dst. Address|Dst. P |URL Action
Routing ¥ 5| Mew Web Proxy Rule @
Foris Sre. Address: [ [0.0.0.0/0
Queues
e Dst. Address: [~ [0.0.0.0/0

. rs
[ Invert Dst. Port
Files Disable
e Local Port: [ |_|
Comment
SNMP URL:|¥ youtube.com |
Copy
Users Method: |arr§,f j
Tools - [
Mew Teminal BN

JUMNE & ME mMiBlock Website
i8sAthmi Block Website youtube.com 811 {8 User N HIJI youtube.com heh

Block Website ittt U810 User NWwHAJI www.youtube.com HH# Block 1§1ENtWANI

wsmaj www i8159184] Block Website www.youtube.com ititi{aigumuiaie

gigubnmainuigunn www 81 OK Mmit{ueH
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http://www.youtube.com/
http://www.youtube.com/

s

% | Mew Web Proxy Rule

Src. Address: [~ [0.0.0.0/0

I

o

Dst. Address: [ [0.0.0.0/0

J

Cancel

Dst. Port: |0 = Apply
™ Invert Dst. Port
Local Port: ™ ™|
URL: F-www.{,romube.mm Comment
Method: [any Rl
Action: |deny R4
|disabled

JUMNG & m& minf URL 1H] Block

182N Website 1H1U3 Block muTietii ghjuilg MikroTik 1

l
Eadnin@ﬂ]ﬂt:z};id:ﬂl:BS (MikroTik) - WinEox V20 7 (o0 e

T
Interfaces %] Web Prowy
Wirsless Access |Cache Direct
FFF
arcge [#][=] [][]

E #|  |Sc.Address |Dst. Address|Dst. P... |URL \Action |
i allow
[l Routing i % 192.1631... 0.0.0.0/0 allow
Port i i server
o u % 192.168.13 0.0.0.0/0 allow |
Queues i v 00000 00000 8080 wwwyoutube.com  deny
Drivers Lo | 00000 0000/0 2080 youtube.com deny
| v 00000 00000 3080  wwwiacebook.com dery
System r i $0000/0 0000/0 8080 facebook.com deny
Fles b %0000/ 0000/0 2080 wwwpom.com dery
i $0000/0 00000 8080 pom.com deny
Log
i ]
SNMP i
|
i Users
| Radius . |
a ) . 9
Jumng te. N9 List Website 1 Ut S Block
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